AUTENTIFICARE
1. Autentificare in doi pasi
Accesati aplicatia la https://portal.cjgorj.ro/

Acasa Formulare Utile Ghid Utilizare Contact

Se da click pe butonul “Autentifica-te”
Apare formularul de autentificare cu mesajul: AUTENTIFICARE

w CONSILIUL JUDETEAN GORJ

AUTENTIFICARE

Nume Utilizator

Parola

O Retine numele meu de utilizator

CONECTARE

Ati vitat parola? Inregistrare Renuntare

Se introduc datele de autentificare primite:
Nume Utilizator: <nume>

Parola: <parola>

Se da click pe butonul

CONECTARE

La acest pas avem doua variante:



A) Datele de autentificare sunt gresite:
apare fereastra de atentionare a acestui fapt

©® Authentication Failed

CONSILIUL JUDETEAN GORJ

AUTENTIFICARE

TESE

(] Retine numele meu de utilizator

CONECTARE

Ali uitat parola? Inregistrare Renuntare



B) Datele de autentificare sunt corecte:
urmeaza pasul doi:
apare fereastra OTP unde trebuie introdus codul primit pe email sau SMS:

w CONSILIUL JUDETEAN GORJ

VA RUGAM SA INTRODUCETI PAROLA OTP SAU SA SOLICITATI UNA NOUA

‘ [Enter OTP ‘

SUBMIT OTP

REQUEST OTP

In acest moment trebuie verificat email-ul/telefonul cu care sunteti inregistrat unde veti primi
un email/SMS cu codul ce trebuie introdus:
se deschide email-ul si se copiaza codul primit

Parola OTP

De la portal@cjgorj.ro
Cétre se.computron@gmail.com

Data 23/04/2021 17:44:30

Parola dvs. OTP:94331162

se revine la fereastra anterioara si se introduce codul primit

2. Incarcare certificat pentru autentificare cu certificat.
La pagina “Profil” din “SPATIU PRIVAT":

Securitate

Descarca

Descarca certificatul digitat -- pentru autenfificare
parola certificatului este "password" -- dupa
incarcare in browser stergeti cerificatul

Vechea Parola

Parola

Confirma Parola

Click pe “Descarca” si exporta certificatul digital pentru autentificare.



D Music

&= Pictures

E Videos

4. Local Disk (C:)
#3 CD Drive (D:)

¥ Network -

File name: | [¢]

Save as type: Personal Information Exchange (*.pfx)

+ Hide Folders Cancel

Incarcare Certificat in Browser:

Dupa descarcarea certificatului: * @ @ » @ :
grrirre: New tab Ctrl+T
IcK la New window Ctrl+N
1

1. Customize and Control Google Chrome
2. Click Settings

New incognito window  Ctrl+Shift+N

History >
Downloads Ctrl+J
Bookmarks »
Zoom - 100% + 03
Print... Ctrl+P
Cast...

Find... Ctrl+F
More tools >
Edit Cut Copy Paste

Setlings -’
Help >

Exit

3. In caseta de cautare tipariti “cert”

Privacy and security

— Clear browsing data
[ ] »

Clear history, cookies, cache, and more

& Cookies and other site data
Third-party cookies are blocked in Incognite mode

e SeCcUurity <
Safe Browsing (protection from dangerous sites) and other security settings

2 results
_— ings »
~"  Controls what information sites can use and show (location, camera, pop-ups, and more)



4. Click pe “Security”

Manage certificates
Manage HTTPS/SSL certificates and settings 5 — G
5. Click edit
Apare fereastra cu:
6. Tab Personal
7. Click pe Import
x

Certificates
lntended/ <All> v

Personal Other People Intermediate Certification Authorities Trusted Root Certification * | *

Issued To Issued By Expirati... ~ Friendly Name

P.NET Co

== jocalhost X
[5]S.C. COMPUTR... E-Guvernare Clasa... 09/04/2... <Hone>

7

[4

Import... Export... Remove Advanced

Certificate intended purposes

Server Authentication

€ Open
« ~ 4 | > ThisPC * Downloads * cert v~ O | P Seachcert
Organize = New folder
¥ Downloads A Name Date modified Type Size
5] Documents “ dumitru-horatiupfx 09/05/2021 857 PM Personal Informati 3B
&) Pictures A
N 8
film1
gorj
seap

vlad

@ OneDrive
9
- i v

| | personal Information Exchange

File name: |dumitru-horatiu.pfx

8. Se selecteaza fisierul exportat anterior
9. Se filtreaza “Personal Information Exchange”
10. Click Open —

« & Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password

[p—— | password

Display Password |

Import options:

12 e [7] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

13 e— Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Frotect private key using virtualized-based security(Non-exportable)

[ Include all extended properties.

14

Cancel




11. Se introduce parola “password”
12. Se bifeaza “Enable strong private protection. ...”

13. Se bifeaza “Mark this key as exportable ...", daca se doreste instalarea si pe alte dispozitive/browsere.

14. Click “Next” si se continua pana la finalizare import.

Certificates

In final apare certificatul in lista
celor personale (15)
si se inchide fereastra

Intended purpose: <All>

X

~

Personal  Other People Intermediate Certification Authorities  Trusted Root Certification 4 | *

16. Click pe Close

Issued To
55 HORATIU DUMITRU
Ellocalhost

Issued By

localhost

15

Expirati...  Friendly Name
09/05/2... issuedcert

17/06/2... ASP.NET Core...
09/04/2...

Computron System

;]S.C. COMPUTROMGYSTEM... E-Guvernare Clasa...

<None>

Import... Export... Remove

Certificate intended purposes

<All>

Advanced

16— o]

3. Autentificare cu certificat.

Daca certificatul este incarcat conform pct. 2, la click pe “Autentificare” (1)

U CONSILIUL JUDETEAN GORJ

apare fereastra:

i
| Select a certificate

1 =———> AUTENTIFICA-TE INREGISTRARE

Select a certificate to authenticate yourself to 10.10.0.51:444

Subject Issuer

HORATIU DUMITRU

Certificate information

Computron System

Serial

B9ATBSD5BB23A61

cu certificatul pentru aprobarea autentificarii.
Click OK.

U CONSILIUL JUDETEAN GORJ

ACASA

Autentificarea este finalizata

HD HORATIU DUMITRU o

FORMULARE UTILE GHID UTILIZARE TERMENI $1 CONDITII CONTACT
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